
National Consumer Protection WeekNational Consumer Protection Week
March 2 - 8, 2025March 2 - 8, 2025

Consumer Scam EducationConsumer Scam Education

As part of our ongoing commitment to your security, we want to bring yourAs part of our ongoing commitment to your security, we want to bring your
attention to the continued prevalence of phishing attacks and scams -attention to the continued prevalence of phishing attacks and scams -
providing education to help you avoid being a victim.providing education to help you avoid being a victim.

Here are some important reminders to help recognize and avoidHere are some important reminders to help recognize and avoid
phishing scams:phishing scams:

• Caller ID Spoofing: Caller ID can be manipulated by scammers to display
false information, making it appear as if the call is coming from a trusted
source. Always exercise caution when receiving unexpected calls, even if the
caller ID appears legitimate.

• Email Spoofing: Scammers can easily forge email addresses to make them
appear genuine. Even if an email seems official or is from a known contact, be
wary of clicking on links or providing personal information without verifying the
sender's identity. 

• Text Messaging Spoofing/SMS Phishing (Smishing): Scammers are sending
phishing text messages which often impersonate legitimate organizations,
including fake Fraud Alerts tricking your customers into providing personal
information or clicking malicious links. Remember, reputable companies won't
ask for sensitive data via text. If you receive suspicious messages, don't
respond or click any links. 

Recently, the United States Postal Service issued a media release
warning against unsolicited text messages claiming that a USPS
delivery needs immediate response. Another common Smishing attempt
is from state turnpike authority's indicating you have unpaid invoices
which need paid immediately to avoid a ticket or late fees. 

• Trust Building Tactics: Scammers may use tactics to build trust, such as
starting with harmless requests before escalating to more invasive demands.
Remain skeptical of any unsolicited communication, especially if it involves
requests for sensitive information or unusual actions.

Source: DCI Security Bulletin - DCI Documentation Department, Data Center Inc.

It’s National Consumer Protection Week! It’s National Consumer Protection Week! 

Visit ftc.gov/ncpwVisit ftc.gov/ncpw
or 

https://www.fidelitytopeka.com/additional-services/avoiding-fraud-common-https://www.fidelitytopeka.com/additional-services/avoiding-fraud-common-
scams/scams/

for free resources
#ConsumerProtection #NCPW2025 

The following 2 resources are available as PDF Downloads fromThe following 2 resources are available as PDF Downloads from
the bank's website:the bank's website:

https://www.fidelitytopeka.com/additional-services/avoiding-fraud-common-https://www.fidelitytopeka.com/additional-services/avoiding-fraud-common-
scams/scams/
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